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What is MFA?

* Multi-factor Authentication (MFA) requires users to provide a combination of more than
one component to identify themselves before gaining access to a resource.

e In addition to entering usernames and passwords, MFA will require- users to enter a second
identification.

 REDCap's implementation of two-step MFA is straightforward to manage and easy to use.

Why is MFA being implemented for REDCap?

* Cyber attack prevention - 919 of phishing attacks target credentials (username &
password)

* Meet a growing list of compliance requirements (PHIPA, HIPAA, and more ) that require
an advanced authentication solution
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Who will be prompted for MFA?

* ALL- users with a PHRI- REDCap account through —https://redc.phri.ca.

Note: Survey Respondents will not be prompted for MFA

Which authentication options can I use?

* For user ease, we have configured a number of options you can choose from that

best suits your needs via your user profile

i Two-step verification for REDCap login

Select an option below to complete the second half of REDCap's two-step verification login process.

yt be able to access REDCap until you have completed this verification step.
Dion't prompt me with two-step login on this computer for 24 hours
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Phone Call: Make a call to the phone number below.

-d. If you are having trouble logging in, please contact PHRLICThelpdesk. Secondary
Call XHX-2KK-8034
R Identification
' Google Authenticator or Microsoft Authenticator: Open the Google
—— Authenticator or Microsoft Authenticator app on your mobile device to get
: the werification code associated with your REDCap user account.
Log In | Forgot your password?
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Email: 5end an email containing your verification code to your email
account.
5end to

Cancel

w‘ﬁ,&} Research Institute  * Authentication interval: REDCap will trust MFA for 24 hours —if -you
check “Don’t prompt me with two...”


https://redc.phri.ca/

What happens after PHRI has enabled MFA?

e Email is the default verification method. It will be used for initial setup and for all users
who have not configured an alternative.
* Ensure your Profile lists your correct email under Primary email:

* After initial login, users will be prompted with secondary verification to confirm their
identity by sending a verification code to the registered primary email account.

i Two-step verification for REDCap login

Select an option below to complete the second half of REDCap's two-step verification login process.
You will not be able to access REDCap until you have completed this verification step.

[ pon't prompt me with two-step login on this computer for 24 hours
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Phone Call: Make & call to the phone number below.
-d. If you are having trouble logging in, please contact PHRLICThelpdesk. Secondary h Call ¥O0XKN-5034 P
Identification
UEmETE Google Authenticator or Microsoft Authenticator: Open the Google
Q Authenticator or Microsoft Authenticatar app on your mobile device to get
Password:

the wverification code associated with your REDCap user account.

Log In | Forgot your password? - Email: 5end an email containing your verification code to your email
i - S ACCoUnt.
5end to

Cancel
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What happens after PHRI has enabled MFA? ...

* Email: User is emailed an authentication code, that they must enter-into REDCap in

order to proceed. I

Enter your verification code

Enter the verification code that you obtained from

Email « Sent!

S Carce

e If correct code is entered, identity will be confirmed.

Note: Codes expire after 2 minutes, at which time, logins will be deemed unsuccessful. In
this case, exit out of the error message window as well as the Enter your verification code
window and click the email icon option again. REDCap will re-send the email with a new

verification code.

e After successfully authenticating, users will be prompted to configure their profile

preferences for MFA/2FA.

* Users that have already configured their MFA/2FA profile preferences, will be

prompted to complete their authentication using one of their preferred methods.

‘,‘/é‘}'}‘\' Population Health
r@%4 Research Institute

&
)
&

HEALTH THROUGH KNOWLEDGE



How do configure additional verification options?

1. After a successful login, on the landing page, select “Profile” (top-right).
2. In the “Edit Your User Profile” page, update

1. Phone number for voice verification

2.  Mobile phone number for text verification

3. Set up Google Authenticator or Microsoft Authenticator for two-step login. This
option will be available only after MFA has been enforced by PHRI

Logged inas

loject @ Help & FAQ  E& Training Videos & Send-It -Messengero & Control Center jethoon O Profile

2 Edit Your User Profile

If you wish, you may edit your User Profile informaticn below. This information will not be given out to anyone but will be used to help us
better keep track of whao is using REDCap and also in case you need to be contacted regarding your access to REDCap.

Basic Information

First name:
Last name:
4] Primary email: a
%, Phone number: et
& comma beoween the number and the
extension.
&) Mabile phone number: | |

| save Basic Info

Login-related options:

I ﬂ Set up Google Authenticator or Microsoft Authenticator for two-step login | I
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Setting up SMS for MFA

1. After a successful login, on the landing page, select “Profile” (top-right).

2. In the Edit Your User Profile page and under “Basic Information”, specify
“Mobile phone number:”

Logged inas
oject @ Help & FAQ B Training Videos & Send-It -Mezzengero & Control Center =

jethoon 9 Profile

2 Edit Your User Profile

If you wish, you may edit your Uszer Profile information below. Thiz information will not be given out to anyone butwill be used o help us
betier keep track of who is using REDCap and also in case you need to be contacted regarding your access to REDCap.

Basic Information
First name:
Last mame:

Primary email:

%, Phone number:

PR Rel e

Tip: Ta enter & number with ang
2 comma benwesn the
EXtension.

&) Mobile phone number:

Save Basic Info

Login-related options:

B Set up Google Authenticator or Microsoft Authenticator for tweo-step login |
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Using SMS Message for REDCap MFA

Once the Mobile is set up, you can now use it to log into PHRI REDCap

1. Login with your username and password and select “SMS Message" option when prompted.

% Two-step verification for REDCap login

Select an aptis
oUW t

elow to complete the second half of F

& to access REDCap until you have comp

Enter your verification code x

to the phone number below (standard message and data rates apply)
Send to X503 Enter the verification code that you obtained from

Phone Call: Make a call to the phone number below.
Call 00008034 SMS Message

ill noit be ahl
) icatol osoft il gl
sthenticator or Micr tenticator app on your mobile device to get
hie viarif n code a L user

974340 «" SUCCESS!

Emall: Send an emall contalning your verification code to your emall

account,
Serd to

Cancel

2. The verification code will be available via SMS. "To complete the REDCap login process,
enter the verification code ######, or just REPLY WITH ANY TEXT to this message"
3. Enter the verification code that you obtained from SMS either
1. Reply with any text which will automatically approve authentication in REDCap or
2. Type this code in the “Enter the verification code that you obtained from SMS” text box

and click “Submit”.
4. You will be allowed to access the application,
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Setting up Phone call for MFA

1. After a successful login, on the landing page, select “My Profile” (top-right).

2. In the “Edit Your User Profile” page and under “Basic Information”, specify
“Phone number:”

Logged inas

oject @ Help & FAQ  BiTraining Videos & Send-It -Messengero & Control Center jethoon O Frofile

& Edit Your User Profile

If you wish, you may edit your User Profile information below. This information will not be given out to anyone but will be used to help us
better keep track of whao iz using REDCap and also in case you need to be contacted regarding your access 1o REDCap.

Basic Information
First name:
Last name:
L] Primary email:
% Phone number: PR
Tip: Te enter & number with an extension, place

a comma between the number and the
extension.

&) Mobile phone number:

Save Basic Info

Login-related options:

E Set up Google Authenticator or Microsoft Authenticator for two-step login |
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Using Phone call for REDCap MFA

Once the phone number is set up, you can now use it to log into PHRI REDCap

1. Login with your username and password and select “Phone call" option when prompted.

(2 Two-step verification for REDCap login %

Select an aption below to complete the secand half of REDCap's twio-step verification login process
wou will nat be able to access REDCap until you have completed this verification step.

Phone Call o
SEMS Message: Send an SME text message containing your verification code
to the phone number below (standard message and data rates apply).

Send to X0-X-8034
Phone Call
Phone Call: Make a call to the phane number below.

Call xxx-x0ax-a034

Google icator or Microsoft icator: Open the Google -
Authenticator or Microsoft Authenticator app on your mobile device to get ‘!,.ﬁ\. Ca | | [ ng 3"':' ur p h ane xm'm'gggi

the verification code assocared with your REDCap user account.

Emall: 5end an email containing your verification code to your emall
account.
Cancel

Cancel

@« O

2. You will receive an automated call on your register number with message “If you were
expecting this call, press any key on your phone’s keypad otherwise please hang up”
Press any key to verify your identify

W

Call will disconnect after playing message “Thanks you, Goodbye” and you will be allowed to

access the application,
Phone Call x
! Phone Call
¢ phone 00002024 o SUCCESS!
o Population Health
A= . .
@24 Research Institute Cancel
&
= HEALTH THROUGH KNOWLEDGE




Setting up Google or Microsoft Authenticator App

1. After a successful login, on the landing page, select “Profile” (top-right).

2. In the “Edit Your User Profile” page and under “Login-related options”, click “Set up
Google Authenticator or Microsoft Authenticator for two-step login”

& Edit Your User Profile

5 using REDCop and a%sc In case you need to be contacted regarding your scces

Basie Information

Set up Google Authenticator or Microsoft Authenticator for two-step login x

To use two-step verification to log in to REDCap using Google Authenticator or Microsoft
Authenticator mobile app. you will need to first downlead the app onto your mobile device.
Use a link below to download the app on your mebile device.

1) Download the Google Authenticator or Microsoft Authenticator app to your mobile
device
Download the app by searching for 'Google Authenticator’ or ‘Microsoft Authenticator'
inyour maobile device's app store (e.g., Apple App Store, Google Play Store).

2) Open the app, and scan this QR code  View QR cede in separate window

3. Follow the app steps to set up the Authenticator
(available in both iOS and Android). If you already
have an Authenticator app, go straight to step 4.

4. “Open the app, and scan this QR code” and follow steps
to scan the code and add PHRI’s REDCap

instance to your OptiOI‘lS.

nidhij@redc-test.phri.ca
ey/secrer: MKOSDF25EN4SETTQ
3) Use the app when you log in to REDCap

After you have scanned the QR code using the Google Authenticator or Microsoft
Authenticater app, you can open the app at any time in the future to obtain your
verification code for REDCap. The verification code is always changing, so it will be
different each time you log in. NOTE: The app does not require an internet connection
on your device in order to work.
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Using the Authenticator App for REDCap MFA

% Two-step verification for REDCap login

mplated this verification step.

SMS Message: 5end an SMS T8KE MeSEARS CONTAINING YOUr Verificanicn code
to the phone number below (standard message and data rates apply)
Send to J006-K08034

ar Microsoft Open the Goagle

R Google
® o Authenticater ae Microsalt Authenticater app an your mobie device to get

the verlfication code associated with your REDCap user account.

7] Email: Send an email containing your verication code 1 your emad
Fccount.
Send to Nidhijethoo@phri.ca

Select an option below to tomplete the d hatf of REDCHp's two-step verification lagin process.

Once the Authenticator is set up, you can now use it to log into PHRI REDCap:

1. Login with your username and password and select "Google Authenticator or Microsoft
Authenticator” option when prompted

Q +

10:02
a5auret

= Authenticator

@ - i Gredc-e g an
858 609 &

Enter your verification code

Enter the verification code that you obtained from

~
Google Authenticator or Microsoft Authenticator
| [submit | Cance

2. The verification code will be available on your Authenticator app. . Open the app and type
this code in the “Enter the verification code that you obtained from Microsoft or Google
Authenticator” text box and click “Submit”.
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What do if my 2" Factor is changed?

4 )

Contact PROJECT
office or PHRI ICT
helpdesk to update
email in your REDCap

user profile

- J

4 )

Update Mobile phone
number in your user

Profile

- J

(Setup Google or )
Microsoft
Authenticator in

your user profile
under Login-related

Koptions j
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